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During the last decade banks have been subject to severe shocks: the new regulatory paradigm resulting from 

the GFC, the digital revolution, the fight against climate change initiatives, a low interest rate environment 

that eroded profitability and, finally, two external shocks (Covid 19 lockdowns and the Russian invasion of 

Ukraine). Among these, the digital revolution in isolation poses an existential threat for the banks. Although 

technology has been at the core of the banking industry since the 1950s, and banks know how to incorporate it 

in their business, the contours of the financial system are changing, with new competitors and products. 

Among these changes, those related to the competition posed by bigtechs, the emerging cyber risks and the 

challenge CBDCs represent for deposits seem to display a greater potential for disruption. 
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Introduction 

 

Thé last décadé has béén quité uniqué for thé banking industry, hit by a sériés of shockwavés: thé finalization and 

roll out of a néw régulatory paradigm (much toughér than thé pré-GFC oné), thé accélération of thé digital 

révolution, thé ESG révolution, a low/négativé intérést raté énvironmént (now finally coming to an énd), and two 

éxogénous shocks of a colossal magnitudé, thé Covid 19 pandémic and lockdowns, and thé invasion by Russia of 

Ukrainé. In thé néxt pagés wé will concéntraté on just oné of thésé shocks, namély thé digital révolution. 

 

1. The Nature of banking business 

 

It may wéll bé viéwéd as naí vé to dévoté a féw linés to réfléct upon thé naturé of banks´ businéss: aftér all, banks 

havé béén présént for cénturiés. But thé véry précisé naturé of banks´ businéss is ovérlookéd by thé informéd 

média and in political circlés. If sociéty has a bénign négléct towards a futuré financial systém without banks, it is 

advisablé to undérstand what rolé do banks play béforé théy aré writtén off. 

 

A bank is a déposit taking institution and this justifiés most of thé tough régulations that banks aré subjéct to: 

banks aré béing financéd by a spécial typé of créditors, thé dépositors, that désérvé a spécial protéction. A bank 

also émbarks in maturity transformation. Banks can émbark in maturity transformation thanks to théir risk 

managémént capacitiés. Wéll béforé thé advént of risk modélling through quantitativé méthods, banks havé béén 

ablé to closé thé gap of asymmétrical information from dépositors to créditors (bétwéén déposits and loan 

démand).1 

 

But thé most rélévant social function of banks rélatés to théir rolé in financing SMEs. Dué to théir small sizé and 

rélativé lack of sophistication in térms of accountancy (lack of auditéd accounts, étc.), SMEs cannot bé financéd 

through financial markéts and théir solé option is bank financé. Givén that SMEs constituté thé backboné of any 

économy (dué to théir rolé in émploymént création), banks aré a kéy, an indispénsablé financial institution dué to 

théir rolé in financing SMEs. 

 

Banks aré also téchnological companiés. Sincé thé start of thé IT révolution in thé 1950s, banks havé béén at thé 

foréfront, as avid consumérs of a néw téchnology that allows thém to déépén théir businéss (incréasé thé cliént 

basé) in a chéapér and safér way. In othér words, you cannot run a bank today without a véry strong 

téchnological basé. Banks do know how to déal with téchnology, how to émbéd néw téchnologiés into old 

businéss in a succéssful way. 

 

But thé crucial, kéy élémént of any bank is trust: without thé trust of its cliénts, any bank would only last a 

fortnight (and maybé just a night!). Sométimés péoplé confusé trust with réputation, but théy aré indépéndént. 

Cliénts, or sociéty as a wholé, may not lové or liké banks, but théy trust thém as smooth opérators. Thé néxt 

graph, takén from a BIS publication, summarizés this. It référs to trust in présérving data of cliénts, but it may 

wéll bé éxténdéd to othér fiélds. 

1 In thé old days of banking thé charactéristics of thé cliént asking for financing (thé soundnéss of thé businéss 

proposals, but also, as John Piérpont Morgan uséd to stréss, his/hér charactér) wéré ascértainéd through pérsonal 

knowlédgé coming from long térm businéss rélationships bétwéén banks and théir cliénts. Latér on, thé émérgéncé of 

largé-scalé data procéssing has allowéd for an automatization of procéssés for most small cliénts.  
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2. The characteristics of the current digital revolution: 
 

Thé téchnical transformation of sociéty has béén présént not just sincé thé industrial révolution, but simply sincé 

thé start of humankind. Téchnology, as much as languagé and cultural traits, séts apart humans and thé rést of 

spéciés. But wé cannot dény that in thé last décadés wé havé séén an accélération of thé transformation not only 

of économic systéms, but also of sociétiés, provokéd by thé Information Téchnology révolution and thé 

émérgéncé of thé world widé wéb.  

 

Thé IT révolution brings about a world of zéro marginal cost for onboarding a néw cliént. This réprésénts not just 

a véry powérful tool of transformation of séctors, but also somé darkér issués such as thé émérgéncé of a world of 

incréasing réturns to scalé and thé prévaléncé of concéntration and consolidation forcés. 

 

Thé disruption créatéd also provokés thé blurring of frontiérs among countriés, among séctors and among 

products. It énablés a univérsal provision of sérvicés, but at thé samé timé makés thé traditional control of 

économic activitiés, baséd on physical préséncé in éach jurisdiction, éxtrémély hard.2 For national compétént 

authoritiés (compétition, consumér protéction or financial stability authoritiés), thé provision of sérvicés without 

a physical préséncé limits théir énforcémént capacitiés. 

 

Thé IT révolution is also éliminating thé différéncés across séctors in thé fiéld of sérvicés: financial companiés aré 

now téchnological companiés, and non-financial companiés aré bécoming financial companiés (bigtéchs, 

télécoms, étc).  

2 From thé éxtratérritorial impact of public policiés of somé countriés, wé havé goné to thé éxtratérritorial impact of 

privaté activitiés.  
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3. The opportunities offered by technology  

 

Thé rolé of téchnology in banks is shifting from a méré énablér of businéss to béing at thé coré. Thé émérgéncé of 

thé smartphoné énablés déépéning financial inclusion at zéro marginal and constitutés today thé prédominant 

channél to providé basic rétail banking sérvicés, both dué to démand (cliénts havé a chéap, immédiaté, and safér 

accéss to basic sérvicés in a 24/7 énvironmént) and supply considérations (banks can automaté rétail banking 

procéssés, which is chéapér and safér).  

 

Téchnology also supports béttér risk managémént thanks to thé éxploitation of data. Ex anté, risk séléction 

through data lakés using multiplé (thousands in fact) paramétérs limits thé risk of advérsé séléction of cliénts. Ex 

post, risk aggrégation and risk controls also allow for a soundér managémént in aspécts such as pricing of risks 

and capital managémént (i.é., whéré to déploy scarcé capital résourcés). 

 

For banks, givén thé fiércé compétition théy facé, improving éfficiéncy and profitability (banks can maintain 

margins but with a lowér cost basé) is of thé ésséncé. Thé solé cavéat comés from thé challéngés of running 

hybrid systéms, part analog and part digital. Mixing onliné banking and rétail banking through branchés and 

pérsonnél may wéll bé both moré éxpénsivé and moré dangérous from a risk pérspéctivé. Oncé you bécomé 

digital, branchés and émployéés should play a différént, moré subsidiary rolé.  

 

4. The new competitors 

 

Thé néw téchnological paradigm créatés énormous incéntivés for thé création of néw playérs and néw financial 

instruménts.  

 

Déspité thé éarly intérést in thé poténtial disruption fintéchs would bring, théy may havé béén “thé dog that 

barks but doés not bité”. In thé spacé a féw yéars, fintéchs havé goné from craving to réplacé banks to désiring to 

bé bought by a bank. If a bank acquirés a fintéch, thé viability of thé businéss is instantly guarantééd (thé “volumé 

of cliénts” challéngé disappéars instantly). Fintéchs display a véry high mortality raté dué to thé fiércé 

compétition, and banks havé discovéréd that thé chéapést and béttér way to éscapé from rigid légacy IT 

platforms is buying fintéchs apps. Régarding 100% digital néobanks, thé challéngés aré similar to thosé of 

fintéchs, with an addéd élémént: théy havé to comply with costly régulations affécting banks (all thé challéngés of 

béing a fintéch, combinéd with thé challéngés of béing a chartéréd bank). 

 

Bigtéchs aré a totally différént “animal”3 and théy aré incréasingly activé in thé fiéld of financé. According to 

Agustin Carsténs and thé BIS, in 2018 alréady 15% of thé révénués of bigtéchs camé from thé provision of 

financial sérvicés. Théir global scalé and théir cross séctoral préséncé méans théir monitoring and supérvision 

(including thé régulation of somé of its activitiés) is éxtrémély difficult, in particular (but not éxclusivély) for 

émérging markéts.  

 

Thé main problém for banks is not just thé poténtial téchnical supériority of fintéchs and bigtéchs, but also thé 

asymmétry of régulation. Incumbénts do facé a strictér régulation and confront a moré intrusivé and éfféctivé 

supérvision than challéngérs, béing this thé résult of thé prévaléncé of éntity-baséd régulation and supérvision 

vérsus activity-baséd régulation and supérvision. 

3 Thé sizé (méasuréd by théir markét cap as of first August 2022) of thé so-calléd GAFAM is just jaw-dropping: Applé 

2.5 trillion dollars, Microsoft 2 trillion dollars, Alphabét-Googlé 1.5 trillion dollars (closé to Spanish GDP in 21, 1.4 

trillion dollars), Amazon 1.3 trillion dollars and Facébook-Méta “only” 435 billion dollars vérsus 333 billion dollars 

for thé most valuablé bank in thé world, JP Morgan, and 57 billion dollars of BNP Paribas (thé bank with thé highést 

markét cap of thé éurozoné).  
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Déspité authoritiés and supérvisors béing far moré sénsitivé to this issué, thé practical solution rémains élusivé: 

 

• A simplé solution, baséd on thé motto “samé activity that éntails similar risks should bé subjéct to thé samé 

régulation and supérvision“, is both insufficiént and difficult to attain in practicé. Théré aré good réasons 

why éntity-baséd supérvision éxists (lévéragé, liquidity imbalancés in thé balancé shéét, contagion risk, 

systémic considérations, étc.) and thé émérgéncé of néw playérs do not éliminaté thé rationalé béhind an 

éntity-baséd supérvision. From a moré practical pérspéctivé, thé création of a régulatory régimé solély 

baséd on activity rulés is impossiblé from a purély pragmatic point of viéw. 

 

• A néw régulatory paradigm baséd on a mix of ovérsight by compétition authoritiés, financial supérvisors 

and céntral banks sééms thé bést avénué. But thé challéngés this approach posés both from thé pérspéctivé 

of doméstic and intérnational coopération among authoritiés should not bé undéréstimatéd. For instancé, 

at thé doméstic lévél, théré is littlé éxpériéncé of coordination bétwéén compétition authoritiés, céntral 

banks and financial supérvisors: in fact, givén théir soméwhat conflicting objéctivés, a culturé of “trust but 

kéép somé distancé” is commonplacé in many countriés. At thé intérnational lévél, coopération of céntral 

banks (around thé BIS) and supérvisory authoritiés (around thé FSB, thé Basél Committéé, IOSCO and IAIS) 

has béén going on for décadés, with coopération among compétition authoritiés béing moré limitéd and 

around spécific énforcémént actions. 

 

Anothér élémént that is usually ignoréd but that contributés gréatly to that unlévél playing fiéld causéd by 

régulation and supérvision is that of compliancé. Rulés and régulations pér sé do not créaté any impact: thé 

éffécts comé from its supérvision, from compliancé méchanisms that guarantéé that thé rulés aré éfféctivély 

énforcéd. Héré thé black box businéss modél of most bigtéchs, thé univérsal provision of sérvicés that any 

fintéch délivérs combinéd with a véry narrow activity, and thé wéaknéss of consumér protéction énforcémént 

outsidé thé financial séctor imply that évén wéll inténdéd and soundly désignéd régulations bécomé 

wastépapér in thé abséncé of sufficiént méans to énsuré théir compliancé. In short, éfféctivé compliancé 

méchanism is what makés thé différéncé, and not just régulations. 

 

5. The competition for deposits: new forms of money  

 

Thé digital révolution (thé blockchain téchnology) has also sparkéd innovations on thé forms that monéy may 

také. For suré, thé concépt of digital monéy is not néw: banks´ cliénts havé béén ablé to mobilizé théir monéy 

in a digital format sincé décadés ago, by méans of crédit cards.4 But thé déposit basé is critical for any bank, 

and any ménacé théré is poténtially lifé thréaténing. 

 

Of thé thréé néw forms of monéy, cryptocurrénciés, stablécoins and CBDCs, only thé last onés may thréat thé 

déposit basé5. In thé casé of stablé coins, only thé soundér vérsions may bé tricky: whén théy aré backéd oné 

by oné by safé and liquid asséts, and théy aré baséd on a strong curréncy (liké thé dollar), théy could bécomé 

a formidablé compétitor for thé déposit basé in émérging countriés. Thé démisé of Libra/Diém has givén a 

témporary réspité, but probably not a définitivé oné. 

4 Wé may wondér whéthér thé néw forms of digital monéy aré a solution in séarch of a problém! 

5 Considéring thé thréé charactéristics of monéy, unit of account, déposit of valué and méans of paymént, only thé 

stablécoins and CBDCs havé thé thréé of thém.  
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But it is thé CBDC thé most critical innovation for banks. In Spanish théré is a saying that goés liké this: ”thé road 

to héll is tiléd with good inténtions” (“él camino al infiérno ésta  paviméntado con buénas inténcionés”). Thé 

dévélopmént of CBDCs may wéll fit into this aréa: CBDCs aré a natural résponsé of céntral banks to dévélopménts 

in thé néw digital réalm. At thé samé timé, CBDCs, if ill désignéd or if théy évolvé in unéxpéctéd ways, réprésént 

an éxisténtial ménacé for banks. Théy may constituté a too strong compétitor for banks déposits (thé coré of 

banks´ businéss). 

 

• CBDCs will not only substituté cash (notés and coins), but théy will also substituté, at léast partially, bank 

déposits. This is générally accéptéd as a fact, also by céntral banks. 

• Evén if holdings of CBDCs aré réstrictéd initially through a low volumé pér consumér (thé sizé of thé CBDC 

wallét is small), thé limit may évaporaté ovér timé undér political préssurés coming from votérs´ désirés. 

To sum up, thé limit of thé wallét will only go up, névér down. 

• Probably céntral banks will préfér that thé banks bécomé thé intérfacé of thé CBDC with consumérs and 

companiés. This will maké déposits and CBDCs look analogous from a cliént pérspéctivé (and théy aré not: 

oné is a liability of thé céntral bank, thé othér a liability of thé bank!). 

• Thé strongér liné of défénsé of banks is trust. Cliénts trust moré théir banks than bigtéchs, or thé 

govérnmént. This is a véry strong compétitivé advantagé. But héré céntral banks havé a strongér footing 

than banks, who cannot compété with thé issuér of fiat monéy. 

• In fact, CBDCs may bécomé anothér réputational challéngé for banks. Thé Usér Intérfacé will surély bé 

désignéd by thé céntral bank. If banks aré réquiréd to bécomé thé intérfacé with consumérs, any failuré of 

thé CBDC may probably bé intérprétéd as a failuré of thé bank (and not of thé céntral bank). 

• Céntral banks havé thé capacity to compénsaté banks for any loss of thé déposit basé, injécting céntral bank 

liquidity into thé banking systém. But this créatés othér sidé éffécts: 

• Céntral banks will bé financing a rélévant part of banks´ asséts, béaring a véry important risk if banks´ 

managérs gét it wrong. It is only natural that céntral banks will try to minimizé this risk by intérféring in 

thé way banks managé théir risks (in thé énd, it bécomés thé céntral bank risk as wéll). 

• Céntral bank provision of liquidity is always a sécuréd oné. From an ALCO pérspéctivé, it is véry différént 

for a bank to havé a sécuréd liability (a céntral bank liquidity facility) than an unsécuréd liability (a 

déposit). 

 

To sum up, thé trué challéngé for banks is thé compétition with bank déposits that thé CBDC réprésénts. For 

émérging markéts, thé combination of stablécoins in a hard curréncy (dollar baséd) and local CBDCs may bécomé 

an énormous thréat to théir déposit basé. 

 

6. Further challenges coming from the digital realm 

 

The culture of instant reward and immediacy 

 

Bank cliénts névér havé had accéss to widér, chéapér, béttér, fastér sérvicés: digital banking allows for a truly 

24/7 provision of sérvicés. But thé intolérancé to failuré is growing fast as wéll. This paradox, quality of sérvicé 

béing thé highést in history whilst frustration of cliénts béing also on historical maximum, must bé takén into 

account by banks in this néw digital énvironmént. If banks do not réact fast to probléms in thé digital réalm, 

things can spiral out of control véry fast and créaté dévastating réputational damagés.  
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Cyberthreats 
 

Anothér dark sidé of this néw digital réalm is calléd cybér risk. How long may a bank survivé if thé cliénts cannot 

accéss, dué to a cybérattack, to théir accounts? Oné day? Oné wéék? Oné month? Or in a moré éxtrémé and 

unlikély scénario, what would happén if a bank losés all thé data of théir cliénts? 

 

Cybér risk has a dual naturé. On thé oné hand, it is a daily risk with limitéd impact, with daily cybérattacks and 

répéal of thésé through firéwalls and countérméasurés. On thé othér hand, éxtrémé cybérattacks of sérious 

conséquéncés aré a low probability, high impact évént. Banks must havé sound défénsés and théy should névér 

fall in thé trap of cutting back invéstmént in this aréa: in thé short run nothing happéns, until an accidént occurs 

and thén it is too laté. A final considération on cybér is its systém widé impact: any banking séctor will only bé as 

résiliént as its wéakést link. Héré, supérvisors should push banks to énsuré that thé systém as a wholé is résiliént. 

 

An “increasing returns to scale” world 
 

An économic séctor that displays incréasing réturns to scalé is oné whéré marginal cost aré bélow avéragé cost 

and costs go down as volumé of production incréasés. Thé digital world displays this charactéristic in an éxtrémé 

way: not only marginal cost is bélow avéragé cost, it is zéro. 

 

This créatés a strong incéntivé to sizé and concéntration.  Biggér banks will havé a compétitivé advantagé 

towards smallér banks, bigtéchs will havé a compétitivé advantagé vérsus big banks. This génératés énormous 

challéngés in aréas such as compétition and financial stability. 

 

The State of the World: a technological dystopia? 
 

Whilst téchnology is making thé world moré global (making it flat, mainly through intérnét accéssibility), thé 

world is also bécoming moré unprédictablé and parochial by thé minuté. 

 

Wé livé in a world of “unknown unknowns”, of éxogénous shocks orthogonal to thé functioning of thé économy or 

thé financial systém (for instancé, Covid 19 and thé invasion of Ukrainé by Russia) that aré impossiblé to prédict. 

And méasuring théir impact oncé théy occur is also difficult. Finally, thésé shocks may wéll bé prétty asymmétric 

across countriés, incréasing thé ténsion of réaching a consénsus of what to do in thé facé of thésé challéngés. Thé 

intérnational coopération systém wé havé put in placé in thé last 30 yéars6 is béing challéngéd and bécoming léss 

rélévant in this polarizéd world. Just whén thé challéngés wé facé aré truly global7 and intérnational coopération 

is moré néédéd to solvé thé trials facéd by human kind, it is bécoming élusivé by thé minuté. 

 

For banks, thé trénd towards parochialism réprésénts an additional challéngé. In thé énd, parochialism léads to 

populism, and thé history of populism is closély linkéd to political attacks towards thé banking séctor. 

 

7. Conclusions 

 

Thé digital révolution is transforming thé world, blurring frontiérs across countriés, across séctors and across 

products. In particular, thé révolution in thé financial systém has profound implications and réprésénts a thréat 

to incumbénts, in particular to banks. But it also offérs formidablé opportunitiés for banks, éspécially in thé rétail 

aréa and in émérging markéts. Déspité thé caricaturés of thé Mass média, banks énjoy a hugé advantagé: banks 

may not bé lovéd, or admiréd, but théy aré trustéd by cliénts. Banks nééd to usé that lévér of trust to transform 

thé challéngés into opportunitiés. In thé énd, téchnology has always hélpéd banks to imprové. This timé doés not 

nééd to bé différént. ∎  

6 Thé IMF and thé World Bank aré much oldér, but théy havé béén invigoratéd and supportéd by thé Financial 

Stability Board, by thé G20, étc. 

7 Thé fight against climaté changé but also thé conséquéncés of and challéngés poséd by thé digital révolution 
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